
Gradivo je last Slovenskega inštituta za revizijo in je predmet avtorske zaščite in drugih oblik zaščite intelektualne lastnine. Prepovedano je kakršnokoli

reproduciranje, razen izključno za osebno uporabo in v nekomercialne namene, pri čemer se morajo ohraniti vsa opozorila o avtorskih ali drugih pravicah,
zato se ne smejo prepisovati, razmnoževati ali kako drugače razširjati. Naveden mora biti tudi vir.
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Kako lahko OWASP pomaga pri varnosti in 
upravljanju umetnointeligenčnih sistemov

Milan Gabor

Ukrotiti umetno inteligenco



• Etični heker

• Predavatelj

• ISACA član

• OWASP Maribor

Milan Gabor/



Hekerji /revizorji
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https://wbhsbullseye.com/wp-content/uploads/2023/01/robots-900x506.jpg
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AI, svečke
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Ko prehitro stisneš deploy!
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Ranljivosti!
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Če ni na netu, se ne zgodi
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Kako vemo, da je problem?

12https://blogs.cisco.com/security/detecting-exposed-llm-servers-shodan-case-study-on-ollama



Ko se začnejo honeypoti oglašat, vemo …
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Recept za AI danes!
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1. Prenesi Ollama ali 
podoben program

2. Izberi model
3. Prenesi model
4. Zaženi model
5. Web prompt
6. Chat!



AI Lifecycle
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Tudi platforme se prilagajajo!
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https://www.canalys.com/insights/Generative-AI-cybersecurity-ecosystem



Izzivi

• AI phishing
• Napadalci uporabljajo za napredne in realistične phishing e-maile

• Taktična uporaba za kreiranje dezinformacij in teorij zarot

• Pisanje škodljive kode

• Zbiranje informacij in graditev velikih baz podatkov

• Povečanja površine napada
• Mogoče zbira osebne podatke iz sporočil ali datotek

• Napad na ljudi
• Pretveza za kakšno škodljivo kodo, ki se pretvarja, da je ChatGPT aplikacija



https://www.nbcnews.com/tech/security/nsa-hacker-ai-bot-chat-chatgpt-bard-english-google-openai-rcna133086









ENISA?

https://www.enisa.europa.eu/publications/cybersecurity-of-ai-and-standardisation



https://www.dataguidance.com/sites/default/files/files/onetrust_webinar_-_dga_aia_da_-_slides_-_july_2022.pptx



https://shpt.int.viris.si/komerciala/Ponudbe/2025/25-036-108-Eurodesign.docx?web=1
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MCP servers
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• Open Worldwide Application Security Project

• Poslanstvo: izboljševanje varnosti programske opreme prek 
odprtokodnih projektov

• Ključne pobude: OWASP Top 10 za spletne aplikacije, API varnost, 
mobilne aplikacije, oblačne sisteme, umetno inteligenco

• Vse prosto dostopno

• https://www.owasp.org

OWASP
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ISACA vs OWASP



33https://genai.owasp.org/





https://genai.owasp.org/resource/owasp-top-10-for-llm-applications-2025/



OWASP LLM TOP 10
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LLM Applications Cybersecurity and Governance 
Checklist
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LLM Applications Cybersecurity and Governance Checklist v1.1 - English - OWASP Gen AI Security Project
https://genai.owasp.org/download/42720/?tmstv=1730339213

https://genai.owasp.org/resource/llm-applications-cybersecurity-and-governance-checklist-english/
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Primer checklista
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AI Security Solutions Landscape

40https://genai.owasp.org/ai-security-solutions-landscape/
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AIMA adapts the foundational concepts of OWASP 
SAMM to the unique realities of AI lifecycle
engineering. It extends traditional application 
security controls to encompass safeguards for data 
provenance, model robustness, privacy, fairness and 
transparency.

This document is intended for CISOs, AI/ML 
engineers, product leads, auditors and policymakers,
helping them to translate high-level principles into 
day-to-day engineering decisions. Each maturity 
level is linked to tangible activities, artefacts, and 
metrics, enabling incremental improvement rather 
than disruptive transformation.



AIMA model

44https://owasp.org/www-project-ai-maturity-assessment/



Threat Defense COMPASS
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WorkBook
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AI Exchange

https://owaspai.org/



Ste rekli video?

48
https://www.youtube.com/@RobvanderVeer-ex3gj/videos



https://genai.owasp.org/learning/
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Ranljivosti?

50https://genai.owasp.org/2025/07/14/owasp-gen-ai-incident-exploit-round-up-q225/



https://owasp.org/www-project-ai-security-and-privacy-guide/#how-to-address-ai-security



Testing guide

52https://owasp.org/www-project-ai-testing-guide/#



GenAI Red Teaming Guide

53https://genai.owasp.org/resource/genai-red-teaming-guide/



AI CTF

54https://owasp-finbot-ctf-demo.onrender.com/entry.html



Nekaj za CISOte?
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56https://atlas.mitre.org/matrices/ATLAS



https://danielmiessler.com/blog/the-ai-attack-surface-map-v1-0



AI Threat Map

https://github.com/subzer0girl2/AI-Threat-Mind-Map/blob/main/AI%20Threat%20Ma102023.pdf



Dodatni resursi

https://github.com/OWASP/www-project-top-10-for-large-language-model-applications/wiki/Educational-Resources



Za ameriške prijatelje
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https://media.defense.gov/2025/May/22/2003720601/-1/-1/0/CSI_AI_DATA_SECURITY.PDF



Pogled v prihodnost
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Hvala!

63
@MilanGabor
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